Office of Information Technology Services

STATE OF NORTH CAROLINA
ENTERPRISE SECURITY STANDARDS

Category: Media Handling and Security
Standard Number: 164-01

Standard Title: Standards for Clearing or Destroying Media

10 Rationale To reduce unauthorized access to data and other records stored on el ectronic
media.’

20 Enterprise Wide Standard

Whenever electronic storage media are moved from an authorized data user to an unauthorized
data user or out of the custody of an agency, the data contained on it must be permanently
removed by destroying, degaussing, or by using a wipeout utility. The utility must be approved by
the Nationa Institute of Standards and Technology (NIST) ? or use approved Department of
Defense (DOD)® standards so that previously recorded information is not recoverable. The
method of data removal will be based on what is reasonable and practical.

Enterprise Standard Rules

2.01 Agencies shall establish a procedure for certifying that data has been properly removed
from equipment before it is transferred, surplused or donated.

2.02 Foppy disks, CD-ROMs, magnetic tapes and all other electronic storage media shall
have data removed through degaussing, using a software program that overwrites random data to
the media, or shredding, as appropriate.

2.03  Before any government-owned or managed hard disk or system containing a hard disk is
transferred, surplused, or donated, the data must be removed by using an approved wipeout

utility.

! For destruction of paper records, see NC Administrative Code, Title 7, Chapter 4, Subchapter M, Section .0510 (May
16, 1989).

2 NIST documents address ng data removal software can be found at
http://csrc.nist.gov/fasp/FA SPDocs/disksaniti zebsp.htm and
http://csrc.nist.gov/fasp/FA SPDocs/inoutput-control/NIHDataSanB SP.htm

3 DOD documents addressing data removal software can be found at:
http://www.c3i.osd.mil/org/sio/ialdiap/infomemo.html
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2.04 Before data is removed from any government-owned or managed e ectronic storage medium,
the data must be analyzed and properly disposed of in accordance with N.C.G.S. 8121-5 (the
Archives and History Act)* and N.C.G.S. §132-3 (the Public Records Law)’

History:

Date of IPPC Approvd: June 6, 2002

Date of IRMC Approval: July 9, 2002

Date of Submission to the NC General Assembly Joint Legidative Commission on Governmental
Operations: November 25, 2002

Revision:

Date of IPPC Approvd: March 29, 2004

Date of IRMC Approvd: April 6, 2004

Date of Submission to the NC General Assembly Joint Legislative Commission on Governmental
Operations: April 7, 2004

* See, http://www.ah.dcr.state.nc.us/sections/archives/rec/ncgs121.htm#121-5
® See, http://www.ah.dcr.state.nc.us/sections/archives/rec/ncgs132.htmigs132-3

F\CBASElectronics\Web page stuff\Changes to be made by Ron\Electronic media disposa standardclean.v3.doc



